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Executive Summary

This deliverable (D4.13)is the first of three deliverables plannedin the scope of Task4.5 of INFINITECH
project. The purpose of this task is to overcome the current limitations of standard data sharing
paradigms, and this ambitious goal is achieved by the design and implementation of a framework for
securely querying, processing, and analyzing data over the INFINITECH permissioned blockchain
infrastructure. This goal will enable decentralized and secure execution of ML algorithms and lay the
foundation for a personal data market.

Within this general vision, deliverable D4.13 is designed to analyze the current state of the field and
to highlight the shortcomings of the current approaches, to survey interesting existing models, and
especiallyto articulate the details of a newly proposed frameworkand its components.

The deliverable starts by anaccount of the current rise of the role of data, in particular personal data,
and the importance of its secure storage, sharing, and manipulation, and with the analysis of two
models that address these issues and are of partial inspiration for our framework (Section 2). In
particular, we argue that the current siloed approaches are responsible for the lack of innovation, but
also that any new paradigm needs to be aware of the risks in terms of possible abuses (i.e. privacy
violation, discrimination, etc.)in the usage of personal data.

To this end, the core part of the deliverable (Section 3) is devoted to the design of the new framework
for secure access, management, and sharing of data in INFINITECH. Our framework assumes an
organization model where different institutions collaborate in a shared environment in a federated
manner, and it provides secure strategies to access, manage, and share critical and sensitive data. A
detailed implementation of the framework is provided, including the description of its components
and their interactions towards the provision of the required functionality.

The final part of the deliverable describes the ongoing design, research, andimplementation of three
of these specific components. Section 4 defines Attribute-based Access Control (ABAC) as a module in
the Data Policy Framework. This is a model that allows an organization to define who may access the
data, for which purpose (scope), and how (algorithm). Section 5 defines approaches for federated and
distributed learning as a component of the Algorithm Runtime. These models allow to run ML
algorithms by distributing insights instead of data, and the current research, conducted by FBK within
the INFINITECH project, is addressing both the efficiency and the privacy guarantees of these
algorithms. The personal data marketplace developed in collaboration between FBK and IBM is
discussedin Section 6, which explains how to leverage tokens to realize a data trading infrastructure.

This report provides the foundation for the development of a secure environment for access,
management, and sharing of data in INFINITECH. Principles, objectives, and motivations are clearly
delineated, and they are implemented in the new data framework, which is a concrete model where
multiple components can be combined in an orchestrated manner. Beyond the scope of this
deliverable, these principles may serve as a guideline for any data-critical operation within the
INFINITECH project.
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1. Introduction

The current deliverable is the first one of a series of three deliverables whose aim is to describe the
activities conducted in Task 4.5 “Secure and Encrypted Queries over Blockchain Data” of the
INFINITECH project. The main objective of this task is the design and implementation of a framework
for querying encrypted data over the INFINITECH permissioned blockchain infrastructure and for
running Machine Learning (ML) algorithms on them.

The inspiration for this framework comes from two recent approaches proposed by MIT Connection
Science?® and other partners (e.g., Imperial College London, Data-Pop Alliance?): Open Algorithms
(OPAL) [7, 14] and ENIGMA [28]. Both approaches provide a mechanism for the privacy-preserving
sharing of data across multiple data repositories. In particular, OPAL (see Section 2.1) introduces the
novel concept of moving the ML algorithms to the data repositories, where each data repository
participating in the computation performs all its computations behind the firewalls. In this way, OPAL
avoids the sharing of raw data. Additionally, ENIGMA (see Section 2.2) introduces the notion of Multi-
Party Computation (MPC) [18] that gives the data repositories the ability to collectively perform an
algorithm computation that produces some result without revealing the raw data. ENIGMA also
encrypts each data item in a repository using a linear secret sharing scheme [22, 28]. In this way, a
collective computation in a Multi-Party Computation (MPC) instance can be performed on the
encrypted datasets without decrypting them.

Task T4.5, in collaboration with Task T4.4 “Tokenization and Smart Contracts Finance and Insurance
Services” of the INFINITECH project, has alsothe objective of laying the foundation of a personal data
market, where individuals and organizations will be able to trade their data in exchange for tokens or
other assets.

In the current deliverable, we motivate (Section 2) the need for a paradigm change concerning the
currently dominant model of siloed data collection, management, and exploitation, which makes
efficient and privacy-preserving sharing of data difficult, and precludes participation to a wide range
of actors, most notably the producers of data (i.e., the customers of services). Afterwards, we
introduce and describe the aforementioned frameworks: OPAL (Section 2.1), and ENIGMA (Section
2.2).

In Section 3, we illustrate the proposed INFINITECH frameworkfor securely accessing, managing and
sharing data, in particular personal data, between customers, financial andinsurance institutions. Our
framework assumes an organization model where different institutions (e.g., banks, insurance
companies, other public and private institutions) work together in a shared environment and a
federated manner. The critical and sensitive data managed by individual organizations often cannot
be shared with other organizations in their raw form. Hence, we envisage the presence of the “On-
Premise Nodes”, which represent the infrastructure managed directly by the organizations outside of
the shared environment.

Following the presentation of the INFINITECH framework, we focus on the description of the ongoing
work in designing and implementing specific components of the framework. First of all, we describe
the Data Policy Framework (Section 4), that allows an organization to define who (i.e., which
organizations/app) may access the data, for which purpose (scope), and how (algorithm). In particular,
we describe the ongoing work on adopting the Attribute-Based Access Control (ABAC) model for

3 https://connection.mit.edu/
4 https://datapopalliance.org/
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defining the access rules. Then, we introduce our preliminary work on developing federated ML
algorithms able torun on secure (encrypted) data and toshareinsights in the form of parameters (see
Section 5). This workis the basis for the characterization of the Algorithm Runtime component. Finally,
we report the initial collaboration between FBK and IBM on the Data Marketplace component (see
Section 6), where we propose to implement a chaincode for data trading. More specifically, the idea
consists of invoking the tokens chaincode for purchasing and trading data between organizations (e.g.,
insurance companies) as well as individuals and organizations.

The outcomes of this deliverable will provide a basis for:

e Boosting the GDPR Compliance of INFINITECH solutions, through enabling access to insights and
outcomes of ML algorithms which keep private sensitive data usedto produce these insights.

e Supporting novel trading solutions in conjunction with INFINITECH’s work on blockchain
tokenization (deliverable D4.7).

1.1. Objectives of the Deliverable

The main goals of Task 4.5 “Secure and Encrypted Queries over Blockchain Data” are the design and
implementation of a framework for querying encrypted data over the INFINITECH permissioned
blockchain infrastructure and for running ML algorithms on them, as well as creating the foundation
for a personal data market where individuals and organizations will be able to trade their data in
exchange for tokens or other assets.

These goals encompass, in this first deliverable, the following specific objectives:

m To analyze and describe existing frameworks for securely accessing, managing and sharing
data. As described above, our approach is inspired by two recent frameworks, OPAL and
ENIGMA, which have been proposed and are currently under development by MIT Connection
Science and other partners (e.g, Imperial College London, Data-Pop Alliance). For this reason,

the first step of our work was to analyze and document these two frameworks as aninspiring
starting point for the design of the INFINITECH framework.
m To describe the INFINITECH framework for securely accessing, managing and sharing data.

This is the main contribution of the current deliverable. In Section 3 we illustrate the overall
vision of the INFINITECH framework for securely accessing, managing and sharing data, and
we describe its components (e.g., Data Policy Framework, Data Agent and Algorithm Runtime,
Data Usage Audit, Data Marketplace.).

m To describe the ongoing design, research and implementation work on the components of the
INFINITECH framework for securely accessing, managing and sharing data. This first

deliverable focuses on the description of the ongoing work on the following 3 components:
the Data Policy Framework component (Section 4), the Algorithm Runtime component
(Section 5), and the Data Marketplace component (see Section 6). The following deliverable
D4.14 “Encrypted Data Querying and Personal Data Market - 1I” will further describe in detail
the design, research, and implementation of these components as well as the Data Usage
Audit component.

H2020 - Project No. 856632 © INFINITECH Consortium Page 8 of 25
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1.2. Insights from other Tasks and Deliverables

The deliverable D4.13 is released in the scope of WP4 “Interoperable Data Exchange and Semantic
Interoperability” activities, and documents the preliminary outcomes of the work performed within
the context of Task 4.5 “Secure and Encrypted Queries over Blockchain Data”. The task is mostly
related to Task 4.3 “Distributed Ledger Technologies for Decentralized Data Sharing” and the
corresponding deliverable D4.7 “Permissioned Blockchain for Finance and Insurance”, which was
submittedin M12 of the project. The designed permissioned blockchain infrastructure devised in the
scope of Task4.3 and the related technological decisions are relevant for the activities performed in
Task4.5.

In addition, Task4.5alsorelates toTask 4.4 “Tokenization and Smart Contracts Finance and Insurance
Services”. Indeed, Task 4.4 aims to enhance the permissioned INFINITECH blockchain infrastructure
with tokenization features as a way for enabling assets trading (for example, data trading). To this end,
we have established a collaboration between IBM (leading partner of Task 4.4) and FBK (leading
partner of Task 4.5) on the usage of tokens for enabling the personal data market (see Section 6 for
the description of the preliminary work conducted).

Finally, Task4.4relates alsotoTask 5.4 “Library of ML/DL Algorithms for Financial/Insurance Services”
that aims at providing a library of Machine Learning (ML) and Deep Learning (DL) algorithms that will
be well-aligned and suitable for finance and insurance applications and used by the INFINITECH pilots.
In the next period, partners contributing to Task 4.5 and Task 5.4 will collaborate closely to develop
innovative ML algorithms that canrun on encrypted data and in a federated manner, as well as to test
them with some of the ML tasks identified by the INFINITECH pilots.

1.3. Structure

We organized the structure of D4.13 to be efficiently associated with the objectives described in

Section 1.1:

m Section 2 motivates the need for a change of paradigm in the currently dominant model of siloed
data collection, management, and exploitation, which makes it difficult to efficiently share data
across organizations and between individuals and organizations in a privacy-preserving manner.
Then, Section 2 describes in detail the two existing frameworks, OPAL and ENIGMA, that have
inspired the INFINITECH approach proposedin Section 3.

m Section 3 describes the proposed INFINITECH framework for securely accessing, managing and
sharing data, in particular personal data, between customers, financial and insurance institutions.

m Section 4 describes the ongoing work on designing and implementing the Data Policy Framework
component. In particular, it motivates the adoption of the Attribute-Based Access Control (ABAC)
model for defining the access rules, and it documents the initial work in defining the rules.

m Section 5introduces our preliminary work on the Algorithm Runtime component. In particular, we
document our current activities and plans for developing federated ML algorithms that leverage
secure (encrypted) data and shareinsights in the form of model parameters.

m  We conclude the report with Section 6 reporting the state of the collaboration between IBM and
FBK on the Data Marketplace component, where we propose toimplement a token chaincode for
purchasing and trading data between organizations as well as individuals and organizations.

H2020 - Project No. 856632 © INFINITECH Consortium Page 9 of 25
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2. The Rise of (Personal) Data Markets

Data is becoming increasingly relevant for the proper functioning of the current and future digital
revolution in the finance and insurance sectors. Furthermore, data is crucial in the day-to-day running
of banks, insurance companies, businesses, and governmental institutions. Data alsoincreasesinvalue
when combined across verticals, thus allowing unforeseen insights [15]. However, the current reality
is that cross-organizational data sharing is challenging from a business, risk, and regulatory
perspective. For this reason, the current ecosystems that access and use data, and in particular
personal sensitive data, are fragmented and inefficient. Besides, for many participants, the risks
exceed the economic returns, and personal privacy concerns are inadequately addressed. Insum, the
current technologies and legal systems unfortunatelyfail in providing the technical infrastructure and
the legal framework needed to support a well-functioning digital economy in the finance and
insurance sectors.

The core problem, then, is to find ways sothat an individual or a company can share sensitive data for
a financial or insurance service (e.g., investment advice, money management, access to credit), and
be certainthat the data will only be used for the intended and approved purposes. This taskimplicitly
recognizes therisks in terms of possible abuses in the usage of the data, andin particular of personal
data, and also in terms of the “missed chance for innovation”. This second risk is inherent to the
current dominant paradigm of siloed data collection, management, and exploitation, which precludes
participation by a wide range of actors, most notably the producers of data (i.e., the customers).
New models, often user-centric, have been proposed for personal data management to empower
individuals with more control of their own data’s life-cycle [15]. To this end, researchers and
companies are developing repositories, whichimplement medium-grained access control to different
kinds of Personally Identifiable Information (PIl), such as passwords, Social Security Numbers (SSNs),
health status [27], location [13, 3], and personal data collected through smartphones or other smart
devices [3, 26, 17]. Previous research has alsointroduced the concept of personal data markets[1, 23,
24] in which individuals sell their data to entities (e.g., insurance companies, banks, other financial
institutions) interested in buying it. While personal data markets or, as more recently introduced,
personal data cooperatives [8] might be the technological future to support a privacy-preserving and
transparent use of personal data, they are still at a research stage. To implement a personal data
market, it is necessaryto connect potential buyers, namely the demand, with sellers, namely the offer,
as well as to provide a trustworthy mechanism for the exchange of value between buyers and sellers.
Ina personal data market scenario, buyers are likely to be companies, while sellers are individuals who
receive compensation for sharing their data.

In the next sections, we introduce in detail two frameworks, OPAL [7, 14] and ENIGMA [28] aiming at
providing a mechanism for the privacy-preserving sharing of data across multiple data repositories,
belonging toindividuals or companies. In particular, OPAL introduces the new paradigm of moving the
algorithms to the data repositories, where each data repository participating in the computation
performs all its computations behind the firewalls. Raw data thus are never exported and shared, and
each data repository has the possibility of returning only safe-answers. ENIGMA adds to the OPAL
approach the notion of Multi-Party Computation (MPC) [18] that gives to the data repositories the
ability to collectively perform analgorithmic computation that produces some result without revealing
the raw data. Moreover, ENIGMA also encrypts each data item in a repository using a linear secret
sharing scheme [22, 28]. Inthis way, a collective computation in a MPCinstance can be performed on
these encrypted data (i.e. shares) without decrypting them. For example, a linear secret sharing

H2020 - Project No. 856632 © INFINITECH Consortium Page 10 of 25
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scheme [22, 28] may encrypt a data item into 20 shares where a threshold value of any 12 shares is
needed to reconstruct the original data item. Thus, encrypting data into multiple shares has the
benefit to eliminate centralized data storesand to disperse shares into physically distributed locations.
As a consequence, the physical distribution reduces the risks related to attacks because in a
distributed framework an attacker needs to compromise atleast N (in our case 12) locations.

As we will discuss in Section 4, OPALand ENIGMA are animportant inspiration source for the proposed
INFINITECH framework for task T4.5. The next subsections provide a detailed description of the OPAL
and ENIGMA systems, respectively, as a first constitutional block favouring the development and
achievement of the T4.5goals.

2.1. Open Algorithms (OPAL)

The OPAL framework [7, 14] has been introduced and is currently developed by MIT Connection
Science and several other partners such as the Computational Privacy Group at Imperial College
London®, Data-Pop Alliance, Orange, and Telefonica. A seed project for the OPAL framework was
OpenPDS [3] that has introduced the first implementation of a Personal Data Store (PDS), by
incorporating the idea of “safe answers” (i.e., the exactinformation needed to provide a given service)
as the norm for the responses generated bya PDS. However, OpenPDS raises challenges around how
large data stores could keep their data secure, safeguardthe privacy and comply to regulations (e.g.,
General Data Protection Regulation-GDPR®) as well as at the same time could enable collaborative
data sharing.

For example, large centralized data repositories are attractive for hackers. For this reason, the
importance of replacing the current approach of ML algorithms running on centralized data stores is
evident. As a consequence, a new paradigm of thinking about ML algorithms running on data stored
in a distributed manner is emerging. In our opinion, the OPAL paradigm provides a useful starting
framework for a secure and privacy-preserving sharing of data that can be adopted by the financial
and insurance sectors.

Below, we list and discuss the key principles underlying the OPAL framework [7] that are alsoa source
of inspirationfor the INFINITECHframework proposed and illustratedin Section 3:

m  Moving the algorithms to the data: Instead of storing raw data into a single centralized

location for processing, in OPAL the ML algorithms are sent to distributed data repositories,

controlled by data owners, and are processed within the data repositories.
m Raw data must never leave the data repository: Raw data must never be exported from its

data repository, and must always be under the control of the data owner.
m Vettedalgorithms: ML algorithms must be vetted to be “safe” from biases and discriminations,

as well as by privacy violations and other unintended consequences. The data owner must
ensure that the ML algorithms have been analysed for fairness, safety and privacy-
preservation before their publication.

m Provide only safe answers: When an ML algorithm is executed on a dataset, the data

repository must always provide answers that are “safe” from a privacy perspective. This
means that responses must not release personally identifiable information (P1l) without the

5> https://cpg.doc.ic.ac.uk/
6 https://en.wikipedia.org/wiki/General_Data_Protection_Regulation

H2020 - Project No. 856632 © INFINITECH Consortium Page 11 of 25



D4.13 - Encrypted Data Querying and Personal Data Market - |

consent of the subject. Thus, it may imply that a data repository sometimes returns only
aggregate answers.

m Trust networks (data federation): In a scenario of group-based information sharing - referred
to as Trust Network for Data Sharing Federation in [7] - ML algorithms must be vetted
collectively by the members of the trusted network (for example, banks, insurance companies,

and other financial institutions).
m Consent for algorithms’ execution: Data repositories holding personal data must obtain

explicit consent from the individual for the inclusion of this data in a given ML algorithm
execution. Moreover, the people's consent should be explicit, unambiguous and retractable
(see Article 7 of GDPR).

m Decentralized data architectures: The OPAL framework supports a decentralized architecture

for data stores [16]. Hence, decentralized data architectures based on APls or other
standardized interfaces should apply to PDSs as legitimate end-points. Additionally, new
architectures based on Peer-to-Peer (P2P) networks should be employed as the basis for new
decentralized data stores [2]. The motivation beyond the adoption of a decentralized
approach is to increase the resilience of the overall system against attacks, for example, data
manipulations and thefts. Along this line, MIT Connection Science is also developing new
distributed data security solutions, such as Enigma [28] described in Section 3.2, based on
secure MPC [18] and homomorphic encryption (i.e., a type of encryption allowing to perform
calculations on encrypted data without having to decrypt it first) [21]. Additionally, this
approach increases the relevance of developing a federated ML framework [11] that trains an
algorithm across multiple decentralized data stores holding local data sets, without
exchanging them. Please consult Section 5 for our current work on developing a federated ML
approach for INFINITECH.

2.2. ENIGMA

ENIGMA [28], also developed by MIT Connection Science, is a decentralized computation platform
based on the Blockchain technology that removes the need for a trustedthird party and enables the
autonomous control of personal data. Moreover, users can share and sell their private data with
cryptographic guarantees regarding their privacy.

From a customer’s perspective, ENIGMA is a cloud that ensures both the privacy and integrity of its
data. The system also allows any type of computation to be outsourced to the cloud while
guaranteeing the privacy of the underlying data and the correctness of the results. A core feature in
the systemis that it allows the data owners to define and control who can query it, thus ensuring that
the approved parties only learn the output. Moreover, no other datais shared in the process to any
other party. The ENIGMA cloud is composed of a network of computers that store and execute
queries. Using secure MPC [18], each computer only sees random pieces of the data, a fact that
prevents information leaks. Furthermore, queries carry a micro-payment for the computing resources
as wellas tothose users whose data is queried, thus providing the foundation for therise of a personal
data market.

Toiillustrate how the platform works, consider the following example: A group of data analysts of an
insurance company wishes to test a model that leverages people’s GPS location data captured by
mobile phones. Instead of sharing their raw GPS data with the data analysts inthe insurance company,

H2020 - Project No. 856632 © INFINITECH Consortium Page 12 of 25
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the users cansecurelystore their datain ENIGMA, and only provide the data analysts with permission
to execute their algorithms. The data analysts are thus able to execute their algorithms’ code and
obtain the results, but nothing else (especially the actual raw data). In the process, the users are
compensated for having given access totheir GPS location data and the computers in the network are
paid for their computing resources.

Three types of entities are defined in ENIGMA (see Figure 1): (i) owners, (ii) services, and (iii) parties.
Owners are those (e.g., individuals, financial institutions, companies.) sharing their data into the
system and controlling who can query it; services, if approved, can query the data without learning
anything else beyond the answer to their query; and parties (or computing parties) are the nodes that
provide computational and storage resources, but only ever see encrypted or random bits of
information. Besides, all entities are connected to a Blockchain as illustrated below.

Blockchain
Query:=q,
Data:=Alice,Bob Block 1 —— Block 1 —...— Block N
Payment:= $a
Alice’s Data
o 0 9 '_(:
T oo ». i
" g Ph—— (@
Result . .. -7 ® Bob's Data g &

Enigma Network *©

Figure 1 - Overview of the Enigma’s decentralized platform.

When owners share data, the data is split into several random pieces called shares. Shares are created
in a process of secret-sharing [22] and they perfectly hide the underlying data while maintaining some
necessary properties allowing them to later be queried in this masked form. Since users in ENIGMA
are the owners of their data, a trusted database to publicly store a proof of who owns which data is
needed. However, trusting a centralized database to attest ownership is arguably problematic. For
this reason, ENIGMA uses the Blockchain as a decentralized secure database that is not owned by any
party [28, 24], and it allows a data owner to designate which services can access its data and under
what conditions. This way, when a service requests a computation, parties can query the Blockchain
and ensure that it holds the appropriate permissions. Note that parties are only paid when they
provide computing resources to an authorized service, so they have no incentive to provide work for
unauthorized entities (such behaviour is thus penalized).

H2020 - Project No. 856632 © INFINITECH Consortium Page 13 of 25
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3. An INFINITECH Framework for Securely Accessing, Managing,
and Sharing Data

In this section, we introduce the proposed INFINITECH framework for securely accessing, managing
and sharing data across financial and insurance institutions. This framework assumes an organization
model, where different institutions (e.g., companies, public and private institutions) work togetherin
a shared environment (i.e., sandbox) in a federated manner. The critical and sensitive data managed
by individual organizations under certain circumstances cannot be shared with third parties in their
raw form. Hence, we propose the presence of “On-Premise Nodes” that represent the infrastructure
managed directly by the organizations outside of the shared environment (c.f. Figure 2 for an
architecture representing our vision and the proposed framework).

Sandbox
‘ Gateway I ¥

Semantic Engine

Repo / parser / validator / queries

Open APIs Identity User / Client
for Analysis Manager | Authentication
[ paastream | pata Management : pet
Algorithm Execution Engine marketplace
Trainer / analyzer / incremental
Data streaming Data Policy
* Data collection W Framework
— RT-analytics Catalogue
. i of <
Data Repository Algorithms | 4| Datausage
Polyglot Enabler Audit
Data Agent Data Agent Data Agent —
Algorithm Runtime Algorithm Runtime Algorithm Runtime

— 5 — 3 — 3
Data Data Data
Repository Repository Repository

Figure 2 - Representation of the INFINITECH framework for securely accessing, managing and sharing data

The usage of the data may have different forms, where the following two scenarios are probably the
most relevant ones: First, an organization works with the data managed by the INFINITECH platform
in an aggregated manner, without referring tosingle individuals. Second, an organization (e.g., anapp
or a service of the organization) manages data related to a single individual, performing ML activities
related for example to customer profiling for credit scoring or to insurance plan offers.

In the former case, the organization providing the data is the owner of that data. In the latter case,
the end-user is the owner of the data. Furthermore, the nature of the data may have at least three
different forms: (i) open data, (ii) private organization data, and (iii) personaldata. Open data may be
managed directly in the Data Management module (see Figure 2), stored in the centralized repository
and shared among the partners for analysis and processing. In some specific scenarios, the private and
personal data may also be brought outside of the organizational boundaries but, in most cases, this
data should remainin the on-premise storages within the organization boundaries.
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Concerning these points, the presented INFINITECH framework focuses only on the aspects related to
the scenario where the data (private organizational or personal) should remain within the provider
boundaries. More precisely, data access and analytics should be delegated to the corresponding
organization. The scenarios where the data is open, or may be managed within the sandbox, may rely
on the baseline INFINITECH Reference Architecture (INFINITECH RA) and its implementation (See
deliverable D2.13 “INFINITECH Reference Architecture-1” for more details).
Below we describe in detail the main components illustratedin Figure 2:
m Data Management module: It contains components for dealing with the data processing and
storage for the scenario, where it is safe to bring the data outside the organization's

boundaries. An important requirement here may be to ensure that the module is structured
in a multi-tenant way sothat single “operators” mayelaborate, control, and manage the data
independently and in asecure and isolated manner.

m  Semantic engine: Itis usedto model and map the data considering different sources and single

representations. The components of the engine are used to mitigate the semantic data
queries.

m  Gateway: It represents the entry point for accessing the data, and thus for activating the ML
algorithm execution. This component relies on the Data Security model for controlling and
authorizing the access tothe underlying modules, as well as performing the APl Management
functionality.

m Data Security module: It defines the components necessary for data/service access, control
and monitoring.

m Data Analytics module: It contains the components for defining various ML algorithms and

their main activities (e.g., processing, training, analysis) as well as their centralized execution
(e.g., incremental, batch).
m  APIs for invoking the ML algorithms.

On top of the sandbox, we define the extensions for the federated management of data and ML
activities. As previously mentioned, the presented approach is inspired and partly relies on the
frameworks described above, OPAL (see Section 2.1) and ENIGMA (see Section 2.2). More precisely,
our framework extends the INFINITECH RA as follows:

m  Each participating organization that manages critical data is equipped with a module that
consists of a Data Agent and an Algorithm Runtime. The role of the Data Agent is to mediate
the access tothe sensitive data or perform the ML-based training/analyses activities in order
to provide safe answers. In this way, the Data Agent exposes only the results that are safe
with respect to the organization requirements. Specifically, the access to the data or to the
ML algorithm APl through the Data Agent is performed as follows: Each participating
organization that manages critical data is equipped with a module that consists of a Data
Agent and an Algorithm Runtime. The role of the Data Agent is to intermediate access to
sensitive data or perform the ML-based training/analyses activities to provide safe answers.
In this way, the Data Agent exposes only the results that are safe concerning the organization
requirements. Specifically, access tothe data or the ML algorithm API through the Data Agent
is performed as follows:

O The access request should contain the information about the type of data to be
accessed, the subject (i.e., the information about the dataset or the individual), the
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operation to be performed (i.e., the algorithm reference as well as the description of
the training steps or analyses to perform).

o Then, the Data Agent validates the access with the help of the Data Policy Framework
(see Section 4) where the constraints about the data access are defined by the data
owner (the organization and/or the individual).

o0 In the case of policy satisfaction, the algorithm is executed in the local Algorithm
Runtime and is deployed there if necessary.

o Finally, the Data Agent responds with the algorithm execution’s results and logs the
data access operation through the Data Usage Audit component. The Data Usage
Audit component should record who is accessing the data (the calling app), which data
is used, and which algorithm is being operated.

Itis important to note that, in this approach, only the “controlled/validated” algorithms may
be deployed on the local premise to guarantee that no unsafe data or raw data is exposed.
The nature of the algorithm may range from the local ML model training to data analysis, to
even data transformation/anonymization (if applicable). For the algorithms to be reusable
across the different organizations, the approach may rely on similar semantic tools/models
used for the INFINITECH RA. The centralized catalogue/library of the ML/DL algorithms of the
INFINITECH RA (developed in task T5.4) should also allow for representing (i.e., which
dataset/attributes it operates and produces, where it is applicable,.) and validating the
federatedalgorithms.

m The Data Security module is equipped with the component to represent and trace the data
access policies both for organizations owning critical data and individuals: the Data Policy
Framework. This framework allows the data owner to define who (i.e., which
organizations/apps) may access the data, for which purpose (scope), and how (algorithm). The
realization of the policy framework may rely on existing approaches, such as Attribute-based
Access Control [9, 10], User-managed Access (UMA), etc. Section 4 will introduce the usage of
Attribute-based Access Control as the approach for realizing the Data Policy Framework.

m Toensuretransparencyand the traceability of data access, the Data Usage Audit component
records all the operations appropriately signing and certifying them. The implementation
relies on the Blockchain technology and on smart contracts tightly integrated with the Data
Policy Framework. The individuals/organizations may also be incentivized to provide the
access to their data through the mechanism of the Data Marketplace, where the individuals
may associate a “cost” to the access of their data. When the data access is registered, the
corresponding smart contracts will emit the “tokens” defined (See Section 6 for the initial plan
and the ongoing collaboration between IBM and FBK on this component).
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4. Data Policy Framework: An Attribute-Based Access Control
Approach

As previously mentioned, the Data Policy Framework component uses an Attribute-Based Access
Control (ABAC) model for defining the access rules [9, 10]. The ABAC model allows granting access
rights according to the attributes of the entities involved, namely subjects (e.g., individuals,
companies, applications), actions (e.g., read, write, update, run), resources (e.g., afile, a document, a
dataset), and environments (e.g., contextual information such as location or time of the day).
Although the concept existed for many years, ABAC is considered a novel authorization model because
it provides dynamic, context-aware and risk-intelligent access control to resources (i.e., data in our
scenario). In particular, ABAC allows access control policies, including specific attributes from many
different organizations. These control policies need to be defined to resolve an authorization and to
achieve efficient regulatory compliance, thus allowing flexibility in their implementations based on
their existing infrastructures.

Usually, ABAC comes with a recommended architecture, namely the following one:

m The Policy Enforcement Point (PEP) is responsible for protecting the data on which the ABAC
rules are applied. More specifically, the PEP module has the role of evaluating a data access
request and generating an authorization from this request. The authorizationis then sentto
the Policy Decision Point (PDP).

m The Policy Retrieval Point (PRP) retrieves and stores the deployed policies. Policies in ABAC
are statements about attributes and they express what is allowed and what is not allowed.
Policies can be local or global and can be writtenin a way that they override other policies.

m The Policy Decision Point (PDP)is the component that evaluates the incoming requests against
the policies. The PDP returns a permit/deny decision, and it may also use the Policy
Information Point (PIP) to retrieve missing metadata.

m The Policy Information Point (PIP) bridges the PDP to external sources of attributes (e.g., to
the INFINITECH Blockchain).

m The Policy Administration Point (PAP)is the architectural entity used to manage policies. These
policies are later evaluated by the PDP.

We use an eXtensible Access Control Markup Language (XACML) [20] for writing ABAC rules due to
the fact that is a de facto standard for ABAC and because there exist open source frameworks for
ABAC such as AuthzForce? and WS028 using XACML. XACML is an XML-based standard that supports
Boolean logic for combining attributes and for writing the rules. An example of an ABAC rule in our
scenariois the following one:

IF User = Insurance Data Analyst AND Request State = In Evaluation AND Role Subscription Level >
Subscription Level for Reading Data and Write/Run ML Algorithms

THEN Permit.

To comply with the ABAC recommended structure, we can use the back-end of an organization (e.g.,
a bank, an insurance company,) as the PEP. Moreover, we can introduce a new server for the
capabilities of the PDP. The PDP uses the PIPs, located on the same machine. The role of the PIPs is to
talk directly with the data sources (e.g., the database within the organization premises or the data
stored on the Blockchain) to obtain the attributes. Once a data access request, sent by the PEP, is

7 http://authzforce.ow2.org
8 https://github.com/wso2
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successfullyaccepted from the PDP server, anauthorized tokenis sent from the PDPto the PEP, which
is then allowed to let the ML algorithm run on the data (for example, on the data stored in the

Blockchain).
The next version of the deliverable, namely D4.14 “Encrypted Data Querying and Personal Data
Market - 11”, will detail the ABAC rules defined in the Data Policy Framework as well as will provide a

concrete use case.
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5. Algorithm Runtime: A Federated Machine Learning Approach for
Sharing Insights and not Data

Our proposed framework for securelyaccessing, managing, and sharing data (see Section 3) needs to
be mirrored by a parallel redesign and rethinking of the algorithmic infrastructure (Algorithm Runtime)
that builds and runs upon these data.

Inarapidly changing data landscape, distributed and federated learning have recently emerged as new
fields of researchto provide decentralized and secure counterparts totraditional ML algorithms [11].
In this setting, both the decentralized and the cooperative aspects are of great importance to manage
the data according to the principles of Section 3. The need to perform secure and orchestrated data-
sharing, as discussed above, requires algorithms that can exploit multiple sources of datato obtain a
global gain that may be shared across multiple nodes. In this way, the performance of the single node
can be significantly improved by the cooperative action, in a way that makes it possible to break the
limitations faced by eachsingle data owner, while maintaining data integrity.

In this generalfield, cooperative multi-agent decision making is a particularly effective framework to
enclose many different practical problems that are faced by the finance and insurance institutions,
such as portfolio optimization, fraud detection, and credit scoring. In the classical single-agent
situation, this approach models an agent (e.g., a user, or an organization) facing the challenge of
finding an optimal solution to a giventask under partial observations and incomplete information. The
agent builds up knowledge about the environment while solving the iterative optimization process: at
each iteration, the agent takes a step into the most promising direction within the environment, and
the environment, in turn, gives backinformation on the quality of the move in terms of a reward. This
information may be used to reinforce the knowledge that the agent has about the environment, and
to planthe next move. The challenge is to balance the exploitation of promising search directions with
the exploration of new ones to reach a quasi-optimal solution of the task.

A cooperative layer may be added on top of this framework by connecting several nodes that are
trying to solve similar (but not necessarily equal) problems, so that they can leverage communication
over a network to improve their overall performance [12].

As argued in Section 3, different scenarios require different solutions, and these correspond to the
different nature of the data (i.e., open data, private organization data, and personal data) and data-
sharing levels. A currently successful approach is Coop-KernelUCB, which is a nonlinear solver based
on Kernel methods that significantly outperforms existing benchmarks [5]. Some of its variants include
methods for differentially-private cooperative learning, evenif only whenrestricted to lower-accuracy
linear problems (FedUCB) [4], and for the modelling of private communications and the stochastic
disturbance of the information [6]. Furthermore, several other algorithms are being rephrased in a
decentralized, federated, and privacy-preserving manner. We mention as a relevant example the case
of Decentralised Regression [19], that leverages the multi-agent setting to obtain a linear
improvement in memory cost over a single agent, and a linear reduction in computational runtime if
a sufficiently large amount of data is available.

In the setting of multi-agent decision making, we are currently working on two complementary
directions, namely to improve the efficiency of the local nodes (our Algorithm Runtime nodes
controlled by organizations or individuals) and to increase the privacy guarantees of their data
exchanges. Recent work [25] has shown that it is possible to employ state-of-the-art sampling
processes in Kernel spaces to simplify the single-users kernelized decision problem by obtaining a very
accurate linear approximated problem that can be solved significantly faster. We are extending this
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approach to the multi-agent setting of Coop-KernelUCB to improve the performances of the overall
collaborative effort among the agents/nodes. Moreover, by moving to an approximated linear
problem, we will be able to extendthe differential privacy guarantees of FedUCB to the high-accuracy
kernelized setting.

These extensions go in the direction of increasing the gainthat an individual or an organization (e.g.,
a bank, an insurance company.) should expect by accepting to collaborate with its peers while
providing provable data-privacy guarantees. Both of these conditions are crucial for the acceptance
of these methods in the financial and insurance communities.

A further goal in this part of the Task 4.5 is the identification of application scenarios with the
INFINITECH pilots. We are particularly looking for well-defined concrete problems, and for some pilots
that are willing to test the newly developed frameworks to improve their decision-making algorithms
for example in the fields of portfolio optimization, fraud detection, and credit scoring. The
identification of such collaborations will be a major occupation in the next months. The successful
implementation of this task will also be of interest for the scientific community: the field of federated
learning at large still lacks a set of well-established benchmarks with clearly defined evaluation metrics
[11], and the real-world problems faced by the INFINITECH pilots offer a great opportunity to
contribute towards addressing this challenge.
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6. Data Marketplace: Chaincode for Data Trading

One of the goals of the task T4.5 “Secure and Encrypted Queries over Blockchain Data” is to create a
foundation for a personal data market where users and companies will be able to trade their data in
exchange for tokens or other assets. As mentioned in Section 3, this is the role played by the Data
Marketplace component.

To do this, taskT4.5 will leverage the implementation of the token realizedin task T4.4 “Tokenization
and Smart Contracts Finance and Insurance Services”. For this reason, during October and November
2020 we have started a collaboration between tasks T4.4 and T4.5, and in particular between |IBM
(leading partner of T4.4) and FBK (leading partner of T4.5).

The initial brainstormed idea (described alsoin deliverable D4.10 “Blockchain Tokenization and Smart
Contracts - 1”) is that a chaincode for data trading (T4.5) will invoke the tokens chaincode (T4.4) to
perform operations such as transfer of tokens between accounts, checking the balance of accounts,
approving a third party to transfer tokens on behalf of an account owner, and more. In this way,
organizations can purchase and trade data using a trading platform.

Figure 3 depicts this idea described by the data flow below. Let’s assume we have a Blockchain
network with three peers for three insurance companies (insurance company A, insurance company
B, and insurance company C). The flow will be composed of the following 2 steps, i.e. write dataand
read data.

Flagship initiative for Big Data in Finance and Insurance 2 Read data ) i 2.2 Return payload -
Application OOInﬁI'lltECh

5 o
oo
Insurance company A %" Insurance company B i Insurance company C
E 2
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Figure 3 - Tokens Chaincode for trading data

Write data: Insurance company A invokes the data sharing chaincode to write insights on the
Blockchain. The data are committed to the ledger of companies A, B, and C

Read data: Insurance company B attempts to read data. The data sharing chaincode checks if
insurance company B has permissions to read and, if the condition is met, inquires the number of
tokens this data costs and subsequently invokes the token chaincode to transfer tokens to insurance
company A. Following these operations, the read query returns with the requested payload.
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The next version of the deliverable, namely D4.14 “Encrypted Data Querying and Personal Data
Market - [1”, will detail the implementation steps of the token chaincode. To this end, IBM and FBK will
define a clear use case and will look for the involvement of INFINITECH pilots for the testing of the
developed Data Marketplace component.
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7. Conclusions

The current deliverable has been developed around the three main objectives that have been outlined
in Section 1.1.

As the first objective, this deliverable has analysed and described two existing frameworks for securely
accessing, managing, and sharing data across organizations and between individuals and
organizations: (i) OPAL (Section 2.1) and (ii) ENIGMA (Section 2.2). These two approaches are
particularly relevant given the inspiration they provide for the INFINITECH framework we have
proposed in Section 3.

The second objective that has been pursued is the description of the INFINITECH framework and of its
main components: (i) the Data Policy Framework, (ii) the Data Agent and Algorithm Runtime, (iii) the
Data Usage Audit, and (iv) the Data Marketplace.

As a final objective, this deliverable has described in detail the ongoing work on the following
components: the Data Policy Framework (Section 4), the Algorithm Runtime (Section 5), and the Data
Marketplace (Section 6).

As mentioned in the Introduction Section, the final objectives of the taskT4.5 and the three associated
deliverables (D4.13, D4.14, and D4.15) are the design and implementation of a framework for querying
encrypted data over the INFINITECH permissioned blockchain infrastructure and for running ML
algorithms on them, as well as the creation of the foundation for a personal data market where
individuals and organizations will be able to trade their datain exchange for tokens. To this end, the
second deliverable of T4.5 will provide some concrete application scenarios and a more detailed
description of the design, research, andimplementation of the Data Policy Framework, the Algorithm
Runtime, and of the Data Marketplace components as well as a description of the Data Usage Audit
component.
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